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BEFORE YOU BEGIN!

STOP! Before installing Inform.NET, ensure the following requirements are met:

Required server hardware and system software are installed.
Required user login permissions to install and configure all components on server.

Supported ATGs and end-user web browsers. (Refer to the Inform.NET administrator manual for
details on how to ‘bulk upload’ ATG information and configure Inform.NET for end-user use.)
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1. REQUIREMENTS TO INSTALL INFORM.NET ON SERVER

Inform.NET is an Enterprise level software package to be installed on a server.

1.1 Minimum Specifications

* Dedicated server with no other applications running beyond required Inform.net components
* A physical server is recommended, though virtual machine is supported.
* Server hardware must meet minimum specs (see Table 1).

Table 2).

For higher performance options (see

Table 1. Minimum Server Specification

Physical Server (recommended)

Virtual Machine

CPU Cores: XEON class proces-
sors @ 2Ghz or greater and 1 MB
L2 Cache per core

4 Cores: 2 Dual Core Processors with
hyper-threading enable

4 cores assigned exclusively to
Inform.NET in VMWare or Hyper-V envi-
ronment

Memory 4 GB 4 GB assigned

Disk 2 X 36 GB, RAID 1 36 GB assigned, fixed size
Network Card 100 Mbit NIC with access to ATGs 100 Mbit NIC with access to ATGs
Modem Card 4 or 8 multi-port modem with PCI or Not Supported

PCl-express interface. Dedicated
line.

Support Considerations:

Level of support from Veeder-
Root

Certified and fully supported for
Inform.NET

Not certified and partial support for
Inform.NET

Licensing

License bound to Physical Server
where installed.

License bound to Machine name and
CPU ID of virtual machine. No support for
hardware abstraction at this time. Do not
move virtual machine or license fails.

Max polling throughput
(IP ATGs, low latency network,
inventory only poll)

25 sites/minute. Max supported TCP
resources setting of 25 (under Admin
user, Global settings)

20 sites/minute. Max supported TCP
resources setting of 20 (under Admin
user, Global settings)

Table 2. Higher Performance Server Options (assume Physical Server)

Mid-Grade Performance

Premium Performance

CPU Cores: XEON class

8 Cores: 2 Quad Core Processors
with hyper-threading enabled.

2MB L2 Cache per core

12 cores: 2 Hex Core Processors with
hyper-threading enabled. 3Ghz or greater,
2 MB L2 Cache per core

Memory

8 GB (use 64-bit Windows Server,
SQL Server)

16 GB (use 64-bit Windows Server, SQL
Server)
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Table 2. Higher Performance Server Options (assume Physical Server)

Mid-Grade Performance

Premium Performance

Disk 2 X100 GB, RAID 1 4 X 250 GB, RAID 10, 7200 rpm drives
Network Card 100 Mbit NIC with access to ATGs 100 Mbit NIC with access to ATGs
Max polling throughput 125 sites/minute. Max supported 800 sites/minute. Max supported TCP
(IP ATGs, low latency network, TCP resources setting of 125 resources setting of 400

inventory only poll)

Required Microsoft System Components installed on a single Server:

Microsoft Windows Server 2008 or 2008 R2, Standard Edition or greater
Microsoft SQL Server 2008 or 2008 R2, Standard Edition or greater, with:

- SSRS (SQL Server Reporting Services)
- Default collation of SQL_Latin1_General CP1_CI_AS

- Configure Database mail and set-up SSRS for e-mail delivery (instruction found in readme.doc)

Microsoft Internet Information Services 7.0 /7.5; with 6.0 compatibility components in either case

Microsoft .NET Framework 4.0
Static components for IIS 7.0
SSRS configured without SSL
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2. ADMINISTRATOR PERMISSIONS ON SERVER

Proper permissions are very important for Inform.NET to install and operate successfully.
Inform.NET installation requires the creation of, and access to, two user accounts:

¢ Server Administrator user account

¢ SQL Database user account.

2.1 Server Administrator User Account

These user credentials are needed to perform tasks on the server such as granting access to folders
(Inform.NET folders), restarting services, accessing SSRS, creating Log files, etc... This user can be
setup as a Local User or a Domain user, but should be a member of Group Administrators or Local

Administrators (this topic will be covered later in the installation notes, but please note, certain admin
privileges are essential especially since service creations and deletion may be needed by the user.)

2.2 SQL Database User Account

Similar to the server user, this user can be a local account or a domain account, but should be prop-
erly configured on the SQL Server instance which should allow both Windows Integrated and SQL
Authentication. The SQL Server Role should be at minimum PUBLIC & DBCREATOR, though higher
credentials may be setup and the specific user can be listed as the Inform.NET Database Owner.

Administrator means Administrator. It is critical the proper permissions have been established in
order for the application to install and run smoothly. In this manual we will cover generic setups pro-
vided to help demonstrate what is needed, but every network is different, so please consult your Net-
work Administrator or Database Administrator on group policies which may need to be considered to
properly configure permissions.
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3. ATG AND END-USER BROWSER REQUIREMENTS FOR INFORM.NET

Additional requirements to use Inform.NET:

1. Ensure Automatic Tank Gauge make/model/firmware are supported by Inform.NET (Table 3)
2. Ensure end-user browser is Internet Explorer 7/8/9 with scripting enabled

Table 3. Supported Automatic Tank Gauges

Supported Automatic
Tank Gauges Level of Support Firmware Requirements
Veeder-Root Model TLS-2 Monitor Version 1 +
Veeder-Root Model TLS-300 Monitor Version 15 or Greater
(series)
Veeder-Root Model TLS-350 Monitor & Manage Version 15 or Greater
Veeder-Root Model TLS-450 Monitor & Manage Version 2 or Greater (Except Version 3b &
3c)
INCON TS Series: TS1000, Monitor latest firmware with ATG in VR emulation
TS1001, TS2001 mode
Franklin Fuel Systems Model TS- | Monitor latest firmware with ATG in VR emulation
550, TS-5 mode
Fafnir VISY-Command and VISY- Monitor latest firmware with ATG in VR emulation
Command XL mode
OMNTEC OEL8000 Monitor Latest firmware
H protocol ATGs Inventory only Latest firmware

Level of support: ‘monitor’ support means typical ATG polling commands, while ‘manage’ includes

functionality used to manage ATG configuration (see operator manual for details). To meet firmware
requirements, download latest version and have certified technician install. VR emulation mode
refers to Veeder-Root emulation mode, whereby non Veeder-Root gauges accept basic Veeder-
Root commands.

Other ATG make/model/firmware combinations may work with Inform.NET, but are not officially sup-
ported. Future releases of Inform.NET will likely include additional ATG models.
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3.1 Browser Settings — Enable Scripting

Inform.NET supports Internet Explorer 7.0, 8.0 and 9.0, but occasionally due to browser security set-
tings or updated versions of the browser, you may experience a script error.

Windows Internet Explorer

'E Stop running this script?
L

& script on this page is causing Internet Explorer ko run slowly,
If it continues to run, your computer may become
UNresponsive,

To prevent browser errors, please follow the instructions below:

1. Under Tools in Internet Explorer, click on Internet Options.

2. Click on the Security Tab

3. Under the security tab click on Custom Level.

4. Inside the Scripting section, insure Enable Scripting is marked enabled. If for any reason, you

receive a ‘Script Timeout error’, please download the patch using the following link:
http://support.microsoft.com/kb/175500

Once the above link is open, click on “FIX IT” image and download "MicrosoftFixit50403.msi”
from the page.
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3.2 Database Mail Settings

Inform.NET does perform email functions, but takes advantage of the Database Mail configured
through SQL. This part of the configuration should be performed after installation has been per-
formed. To configure the database mail on SQL server perform following steps:

Step 1:

Right Click on Database Mail (From SQL server name -> Management -> Database Mail) and
click on “Configure Database Mail” option (refer below screen).

Dbject Explorer v & X
Connect - | !E T E
|4 titan-test (SQL Server9.0.1399 - sa)
= localhost (SQL Server 9.0.4035 - =a)
[ Databases
[ Security
[ Server Ohjects
[ Replication
= 1 Management
[ Maintenance Plans
3 SQL Server Logs
¥ Activity Monitor
;E Database Ma:L

ﬁ Distributed -||_ cﬁﬁﬂlﬂ Database Mail
FA Full-Text Sea Send Test E-Mail...
® [ Legacy View Database Mail Log
[ Maotification Ser
SOL Server Ager Reports
Refresh

Click Next from following screen:
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=j Database Mail Configuration Wizard - localhost =NNCE X

» Welcome to Database Mail Configuration
Wizard

Database Mail iz a SAL Server component that uses the Simple Mail Transfer Protocol (SMTF)
to send e-mail messages. The wizard helps you perform setup and maintenance tasks such as:
# Managing Database Mail accounts and profiles

# Managing Database Mail securty

» Corfigurng Database Mail system parameters

Click Mext to continue, or Cancel to exit the wizard.

[7] Skip this page in the future

It will open the below new Window. Select the first option from below screen and click on Next:

If database mail settings are not enabled on the server than it will prompt for the enable database
mail settings.
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Select Configuration Task
Select setup or maintenance tasks.

F you are installing Database Mail for the first time, select the setup option.

@ Set up Database Mail by performing the following tasks:
1. Create a new e-mail profile and specify its SMTP accounts

2. Specify profile security
3. Corfigure system parameters
() Manage Database Mail accounts and profiles

() Manage profile securty

() Miew or change system parameters

e (] [ 7 | (e

By Clicking on Next button, following screen will be opened.
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] Database Mail Cc

Mew Profile
Specify the profile name, description, accounts, and failover priorty.

Profile name:

Description:

account in the priorty list. Specify the accounts associated with the profile, and move the accounts to set the failover priority.

SMTP accounts:

Priority Accourt Name E-mail Address |

| A profile may be associated with multiple SMTP accourts. if an account fails while sending an e-mail, the profile uses the next
|

User can enter the profile name “Inform.NET” into above screen, and by clicking on “Add” button into
above screen, following screen will be opened.

10
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Select account to add to the profile

Account name: [ DBMailccount T I

E-mail address:

Server name:

[ New Account... ]

OK || Cancel || Hel ]

I

By Clicking on “New Account” button, following screen will be opened:

User can enter the account name and other information like SMTP server information with creden-
tials, and outgoing Email address and display name.

i 3
;—'j MNew Database Mail Account M

Specify name, description, and attributes for your SMTP account.

Account name: InformMet

Description:

Outgoing Mail Server (SMTP)
E-mail address: cmoore@titan net

InformMet Admin

Digplay name:
i Beply e-mail:
| |

Server name: miail mytitan net Port number: 25

[] This server requires a secure connection {S5L)

SMTP Authertication

(7) Windows Authentication using Database Engine service credentials

@ Basic authentication

User name: cmoare @mytitan.net
Password: —
Confirm password: e

) Anorymous authentication

OK || Cancel || Hep

11
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By clicking on OK button Account information will be saved and displayed under SMTP accounts
information. See below screen.

"% Database Mail Configura

New Profile
Specify the profile name, description, accounts, and failover priorty.

Prafile name: Irfarm Met|

Description:

A profile may be associated with multiple SMTP accounts. f an account fails while sending an e-mail, the profile uses the nest
account in the priorty list. Specify the accounts associated with the profile, and move the accounts to set the failover priorty.

SMTP accounts:

Priority Account Mame E-mail Address

1 InformMet i cmoore@titan net e

) ) [

Click on Next button, following screen will be opened, where all the existing profiles will be displayed.
Make the “Inform.NET” profile public and Select Yes into Default Profile.

12
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Specify database users or roles that have access to profiles.

Public Profiles | Private Profiles

A public profile can be accessed by all users of any mail-host database.

Select public profiles. You can also specify the default public profile.

Public  Profile Name Default Profile 4
] DEMaiProfile No
[ Wy Mail Profile Mo
] UlProfile No
InformMet | Yes

[] Show only existing public profiles

Helo <Back || MNext> inish >

By clicking on Next button in above screen, following screen will be opened, where user can specify
the different mail parameters.

13
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Configure System Parameters
Yiew or change Database Mail system parameters.

System parameters:

Parameter

Account Retry Attempts

Account Retry Delay (zeconds)

Mandmum File Size (Bytes)

Prohibited Attachment File Extensions

Database Mail Executable Minimum Lifetime (seconds)
Logging Level

T

T

Mumber of retry attempts for @ mail server to send email.

|
|
|

1

Value

1

5000
1000000
exe,dl vbs js
600
Extended

ResetAl |

| <Back || Net> |

By Clicking on “Next” button Final Overview screen will be displayed and Click on Finish button to

create the database mail settings.

After creating a mail profile, you can send the test mail using following steps:

1. Right Click on Database Mail (From SQL server name -> Management -> Database Mail)

and click on “Send Test E-mail” option.

14



Inform.NET Read Me - Server Installation Q VEEDER-ROOT

3.3 How To Setup SSRS For Email Delivery

When setting up a subscription inside SSRS, you have a selection for delivery method. The default is
“File Share location”. If you want your scheduled reports to be automatically delivered via email,
please visit the following link:

http://msdn.microsoft.com/en-us/library/ms345234.aspx

15


http://msdn.microsoft.com/en-us/library/ms345234.aspx

Inform.NET Read Me - Server Installation Q VEEDER-ROOT

4. HOW TO VERIFY INSTALLATION REQUIREMENTS

4.1 How to verify .NET Framework 3.5

One of the essential components is .NET Framework 3.5, though other versions of the .NET Frame-
work may be available, it is necessary to have this version installed on the server.

To verify the proper version is installed:

Click on the START menu on the lower left corner of the screen

M 0N~

Select Control Panel
Select Add/Remove Programs

Browse the list of installed components and applications for Microsoft .NET Framework 3.5 as

shown below:

¥ Add or Remove Programs

Currently installed programs:

[T show updates

- [O) %]
Jart by: IName "I

{5 Microsoft .NET Framework 3.5 SP1

To change this program or r

A3l

Change/Remove
L.E'-. Microsaft \MET Framework 4 Client Profile Size  120,00ME
LF‘* Microsoft \NET Framework 4 Extended Size  38.04MB
ﬁ! Microsaft Device Emulatar wersion 3.0 - EMU Size: 2.30ME

[ AO00E Feader o.2.6 Size  12Z2.00ME o
159 BCM .92 SeK Modem

ﬁ! Crypto Obfuscator For (Met 2011 Size 3.75ME

i Crystal Reports Basic For Visual Studio 2008 Size  173.00ME
£5 Infarm Size  2,30MB
59 tnFarmmET Size  17.98MB
E Installshield 2011 Size  440.00ME
it Microsaft NET Carnpact Framewark 2,0 SP2 Size  93.22ME
JFEt Microsoft \NET Compact Framework 3.5 Size  81.52MB
‘ﬁ! Microsoft \NET Framework 2,0 Service Pack 2 Size  186.00MB
ﬁ! Microsaft \MET Framework 3.0 Service Pack 2 Size  169.00ME

-

16
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4.2 How To Verify IIS 7 And Compatibility Components Are Installed

Internet Information Services (II1S) is Microsoft’'s web server application. Inform.NET supports 7.0 but
IIS 6.0 compatible components must be installed.

The most common way to access IIS is to select Administrative Tools then select IIS from the menu
(see below):

i Mecrosoft JMET Frameveork 1.1 Configurstion
§ Pacrosoft NET Frameveork 1.1 Wizards
£ Mecrosoft NET Frameweark 2.0 Configuration

[#istart | [ &

17
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[IS 7.0 — It is accessible by going through the Administrative Tools menu, but as you can see below it
looks entirely different:

™ Internet Information Services (I15) Manager [_[&] %]

@1;—) | &5 startpage

| s

File  Wiew Help

e~

i O A
Q- i |7 |8 Internet [nformation SeVicEsH:
= Application Server Manaoer .
=18 GYRSIMINFORM (YRS —— -
B8] Sites
T e I Connect to localhost 115 News and Information
I GYRSIMINFORM Jocalhost Connectto a server,., 115 Davirloads
Connectto asite. . 115 Forums
Connect to an application. ., Techilet
[
ASPNET Hews
\ \ \ J
IS News.
15 Hews is disabled, click the Enable 115 Mews lik to get the most recent oriine news,
\ J
4| 3
Ready

Inform.NET does support IS 7.0, but it does require that the 6.0 compatibility components are

installed. To install IS 6.0 compatibility components:

M0~

Go to the Control Panel on the server.

Select Programs and Features page in the Windows control panel.
Select Turn Windows features on or off.

Select Internet Information Services>Web Management Tools>1IS 6 Management
Compatibility>IIS Metabase and IIS 6 configuration compatibility.

18
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= age =] B3
File  Action Wiew Help
Skt 2 21 [
_ia Server Manager (GYRSIMINFORM) USSR (115
[= &5 web Server (115) @a Provides a reliable, manageable, and scalable web application infrastruckure,
HE Internet Information Se lg,'-
Eﬂ:j Features . g ;I
3 Diagriastics ODEC Logging Mot installed
g :
= jfl’._!; Configuration = Security Instaled
) Task Scheduler u Basic Authentication Instaled
ﬂ windows Firewall with adve = Windows Authentication Installed
\E‘;); Services Digest Authentication Mok installed
ﬁfﬁ WML Contral Client Certificate Mapping Authentication Mot installed
;E- Local Users and Groups 115 Client Certificate Mapping Authentication Mot installed
5 Storage URL Authorization Mot installed
PN Request Filtering Installed
1P and Domain Restrictions Mot installed
= Petformance Instaled
] Static Content Compression Installed
Dvnamic Content Compression Mot installed
Cw Management Tools Instaled
= 115 Management Console Instaled
\_.,, 115 Management Scripts and Toals Installed
P Management Service Instaled
= 115 & Management Compatibility Installed
u 115 6 Metabase Compatibilicy Installed
= 115 & WMI Compatibility Instaled
) 115 & Scripting Tools Installed
& 115 & Management Console Installed
FTP Publishing Service Mot installed
FTP Server Mot installed
FTP Management Cansole Mot installed
Description:
‘“Web Server provides suppart For HTML Web sites and optional support For ASP.NET, ASP, and ‘Web
server extensions, You can use the Web Server to host an internal or external Web site or to provide an
environment for developers to create Web-based applications,
|
4 | | _;I %:; Last Refresh: 3/16/2011 10;49:05 AM  Configure refresh

To verify - As shown above, they are listed in the Web Server (11S) menu.

4.3 IS .NET components Settings

One item that needs to be verified is if [IS has been configured to allow ASP.NET v2.0.50727 compo-
nents. In IIS 6, this is accessed by going to the IIS Manager and selecting Web Service Extensions.
You should see the .NET component marked “Allowed”.

19



Inform.NET Read Me - Server Installation Q VEEDER-ROOT

W tntermet Information Services (I15]) Manager
9 Be acion  Pew  Window e =181

=+ 0B R @2E 2]y
i‘;‘ Intemet Information Services
= i iocal comgaster

w0 Sl ation Paoki | it Service Extrnsion | Staten 1

) Weh Sites & Al Urinovn CGI Extensions T e—
- Alfow i & UrEnowen 154F] Extensions: Aboeed
g Achve Sarver Pages Ao
e 3 ASPNET w2.0.50727 dilevaed
Properies A ASPNET w0, 30050 % ]

I (%] Inderret Dk Confiston Profabied

N %] Server Sade Inchoades Py oabati=d

T a1 wekoay Protbied

E uchd 3 romass il marvic matmteson, .

Kl fulws o Winby s borianins B iy
i sppioaton |

il erotia of Wb mrvice extersoes
B Cpen Help

P Y | Wy,

In 1IS 7.0, please verify the Application Pool by double clicking Inform.NET’s application pool:

Edit Application Pool HE |

Marmne:
IinFnrmNet

.MET Eramework wersion:
|.NET Framework vz.0.50727 .

Managed pipeline mode:
IIntegrated j

v Skart application pool immediakely

Ik I Cancel

20
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4.4 How To Setup A User On Windows Server 2008

This section will demonstrate how to setup the Server Administrator on a Windows Server 2008
machine.

Step 1 — Open the Computer Manager browser

Right click “My Computer” and select “Manage” and the Computer Manager window will open:

E Computer Management !IEI E
=) File action Wiew Window Help | =] ]
= || R 2
IEIR “omputer Management (Local) Marne
=l System Tools @System Taols
- [f] Event: iewer Sgstorage
-] Shared Folders B services and Applications
[+-#%] Local Users and Groups
- A
=- @ Sturage
- Removable Storage
b :. § Disk Defragmenter
58 Disk Management
- @ Services and Applications
a | |l | H

Under the Local Users and Groups menu, you will see 2 Folders. The USERS folder is a method of
adding a local user. The GROUPS menu allows you to add domain users to the server and give
proper permissions. Please remember that you may set up a Server Account in a couple of different
manners so please defer to your local Network Administrator on proper configuration. The options
listed below are only illustrations on how to setup a user based on 2 different methods.

21
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4.41 TO SET UP LOCAL USER
To add a new Local User, Right-click and Select “New User...”
O Computer Management M= EE
B He acton Yew Mindw Heb sl
= @ BRI ®E - -
E Comgputer Management: (Local) Hame | Full Name J Dascription
E E; System Tools }mam Buik-in account For administering t
-] Event Viewer & nspuET ASPNET Machine Account  Account used For running the ASP1
* & Shared Folders Fows Buik-in account For guest access bo
= B8 Local Users and Groups H1usk_SDEV-... Internet Guest Account Buik-in account far anoryrmous acc
j g’“ TWAM_S-DEV... Launch IIS Process Account  Bui-in account For Tnternet Inform
oups i .
& E Pisformionce Ligs ard Al ﬂtSl.ii"F“:}RT_H‘-S... fu-h'\-:rmnﬂ Corporation,..  This is a vendoe's account For the b
=} Device Manager bz e
= (i storage
¥ £ Removable Storage
¢ Disk Defragmenter
5 osknsgonen o iier. |
‘3 1}} Services and Applications = sz_msh
Export List...,
View L]
Arrangs [oons  *
 tonipcon
< | 3|1l Help | H
iCreates a new Local Uiser account, |

Then simply add a local user, but be sure to UNCHECK the box “User must change password at

next logon” and “Password never expires” should be checked.

New User

Uzer name: ||

Full nanne: I

Drescription: I

Pagzword: I

LCanfirm password: I

v User must change passwaord at next logon

™ User cannot change passwornd
[ | Pazsword never expires
[ &ccount is disabled

Create I

Cloze

22
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4.4.2 TO SET UP LOCAL GROUP USER

Under the Groups folder, you'll see a list of roles that users can be assigned. The user we will be
adding is an Administrator user.

E Computer Management !EI E
g Eile  Action Wiew Window Help ‘ - |5’|5|
&= Bm X R @
Q Computer Management {Local)
Elﬂ System Tools :
@ Event Viewer @Backup Operators
(-] Shared Folders 8 Distributed COM Users
=¥ Local Users and Groups @Guests
(3 Users Network Configuration ...

a Groups
4 Performance Logs and Alert:
7, Device Manager

[—]@ Skaorage
-2y Removable Storage

Ma

Backup Operators can averride secu. .,
Members are allowed to launch, acti...
Guests have the same access as me. ..

Members in this group can have som..,
@Performance Log Users Members of this group have remate ...
Performance Manitor U, Members of this group have remate ...
gpower lsers

Print Operatars
@Remute Desktop Users

Power Users possess mosk administr. ..
Members can administer damain prin...
Members in this group are granted t...

----- A Disk Defragmenter
35 Disk Management @Replicamr Supports File replication in a domain
EEI--@ Services and Applications Llsers Usets are prevented fram making ac...
@HelpServicesGrnup Group For the Help and Support Center
IIS_WPG 115 Worker Process Group
gSQLSBI’VBrEDDEDTSUSB. .. Members in the group have the requ...
SQLServerEDDSMSFTEU. .. Members in the group have the requ...
QSQLSBI’VBVZDDEMSOLF\. .. Members in the group have the requ...
gSQLSErverEDDSMSSQLS. .. Members in the group have the requ...
« | 3| G ouservarzousitssar.. Menbersinthe group v th aau.. =

Open the ADMINISTRATORS group as shown below:

Administrators Propertics

Drescrption 1m|:ie-le and unreshiched access to the computen/domain

Meenbars:
ﬂndmanslmtu

s

0k | Cancel
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Please notice the Users that are added to the Administrators group can consist of Domain level
users as well as local users. Simply click “Add..” and a new window will open which will allow you to
browse for the user you wish to add.

Select Users, Computers, or Groups ﬂ

Select thiz object type:

IUsers or Groups Object Types... |

FErarm thiz location:

IDomain.Network Locations... |

Enter the object names to select (examples):

[ Lheck Mamez |
Advanced... | [k I Cancel |

-

4,5 How To Setup A SQL To Allow SQL Authentication

In this section, we will review how to configure the SQL server. Inform.NET takes advantage of both
Windows Integrated Security as well as SQL Authentication, so the first step is to make sure the SQL
user security has been configured.

Open SQL Server Management Studio.

2. Connect to SQL Instance (typically Windows Integrated method if the Management Studio was
installed properly).

3. Right click SQL Instance and select PROPERTIES.
4. Double click the SECURITY menu item on the left hand section.
Verify that SQL Server and Windows Authentication Mode is selected.
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4.6 How To Setup A User On SQL Server 2008

From the SQL Server Management Studio, you’ll see the SQL Instance on the left menu if connected

properly. In the pane, you'll see a list of items including “Database”, “Security”, “Server Objects”,
“Management”, etc...

To create a SQL user:

Open the Security folder on the left hand menu.

Right Click Logins and select “New Login”.

Select either Windows Authenticated user or SQL server authentication.
Create Login name or select it from Domain list.

o s~ 0N~

Since this should be a service account, please uncheck “Enforce Password Policy”.
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4.7 Permissions for SQL User

T

Confes paawsod AR

T i pamsord polcy

It is important to make sure the SQL user account has the proper permissions. The minimum level
of security for the application to install is PUBLIC and DBCREATOR. Under the Login User's screen
in the previous section, there is a menu on the left-hand side "Server Role". As shown below, the
following items MUST be selected.
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- Login - New [EEE
Select a page i :
- S8 Script = [ Helo
% Server Aoles
4 |Jser Mapping Server role is used to grant server-wide security privieges 1o a user.
_# Securables
A Siatis
Server roles:
] bulkadmin
f docreator |
Fl )
7| public
I - )
|| serveradmin
| setupadmin
= i
Connection
Server:
Connection:

4.8 How to setup SSRS configuration

Inform.NET takes advantage of SSRS (SQL Server Reporting Services) for reporting purposes. This
integration allows for a vast number of capabilities, but in order for reporting to be displayed success-
fully, it is important that SSRS be installed and configured properly.

Please check with your Network Administrator or Database Administrator to insure SSRS compo-
nents were installed. Once installed, please verify the following configurations.

4.8.1 SQL 2008 SSRS Configuration

As described above and illustrated for SQL 2005 SSRS configuration, to setup SSRS for 2008, navi-
gate through the START menu, navigate to the Microsoft SQL Server 2008 selection and under the
Configuration Tools, then select REPORTING SERVICES CONFIGURATION as shown below.

The Reporting Services Configuration Manager is similar to the 2005 version, but the interface is dif-
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ferent. ltems that need to be configured do not always show as green check boxes. As shown below.

E Reporting Services Configuration Manager: GYRSIMINFORM', SOLSERYERINFORM

_1\ Microsoft SGLServer 2008 Reporting Services

@ Reporting Services Configuration Manager

33 Connect
2% Connec Report Server Status

- GQYRSIMINFORMISQLSERYERIMFORM

= Use the Reporting Services Configuration Manager tool ko define or madify settings For the Repart Server and Report
= \j Manager. If you installed Reporting Services in files-only mode, vou must configure the Web service URL, the
] database, and the Report Manager URL,

9 wieh Service LRL Current Repork Server

E] Database SOL Server Instance: SQLSERVERIMNFORM
Instance ID: MSR510,5QLSERVERINFORM
.‘ Report Manager URL Edition: STANDARD EDITION
Product Version: 10.0,1600,22
-~ E-mail Settings Report Server Datahase Mamne: ReportServer
Report Server Mode: Mative
[ Execution account Report Service Stakus: Started

:f\ Encryption Keys Start Stop

n "'lg Scale-out Deployment

7] Apply | Exit |

There are 4 sections that need to be configured. The images below will illustrate a typical installation,
but again, please refer to your Database Administrator especially if SSRS is already implemented for
other websites on your network. These are provided as a guide and educational purposes and cover
the four areas.

¢ Service Account
¢ WebService URL
e Database

* Report Manager URL
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uration Manager: GYRSIMINFORM\SOLSERYERINFORM

Microsoft SGLServer 2008 Reparting Services
Reporting Services Configuration Manager

Connect -
= Service Account
- GYRSIMIMNFORM,SQLSERYERINFORM
? Specify a built-in account or Windows domain user account to run the report server service,
?_‘ Service Account J
#¥ web Service URL Report Server Service Account

Choose an option to set the service account and then click Apply,

[ Database € Use built-in account: |etwark Service =l

% Use ancther accourt:

a Repart Manager URL .
Account (Domainiuser): IGVRSIMINFORM'l,inFormserviceaccount

-~ E-mail Settings Passward: I... -

ﬁ Execution Account
?'S Encryption Keys

.LH.L Scale-out Deployment

Apply Exit
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ﬁ Reporting Services Configuration Manager: GYRSIMINFORM' SOLSERYERINFORM

Microsoft SQL Server 2003 Repotting Services
Reporting Services Configuration Manager

2o t
24 Conner Wieh Service URL

- GYRSIMINFORMSQLSERYERIMFORM
d Configure a URL used to access the Report Server, Click Advanced to define multiple URLs For a single Report Server
J@ inskance, or to specify additional parameters on the URL.,

?_‘ Service Account

: Report Server Web Service Yirtual Directory
#¥ web Service URL Yirtual Directory: IREF"?'VtSEWEr
[ patabase Repart Server Web Service Site identification
IF Address: IAII Unassigned j
‘ Report Manager URL
TCP Pork: Jao
% E-mail Settings 5L Certificate: Jituat Selected) |
S5L Port: I Advanced...

ﬁ Execution Account

Report Server Web Service URLs

?\ Encryption Keys
URLs: htbp  fIGYRSIMINFORM: B0/ReportSer ...

.LI'I.L Scale-out Deployment

Apply Exit

30



Inform.NET Read Me - Server Installation

£\ VEEDER-ROOT

«

5 Reporting Services Configural

Microzoft SCL Server 2008 Reporting Services

|E_-ﬂlj Reporting Services Configuration Manager

2 Connect

5 GWRSIMINFORMISOQLSERYERINFORM
?, Service Account

% web Service URL

D Database

‘ Repork Manager URL
4 E-mail Settings

W Execution Account
'f\ Encryplion Keys

.Ll'l.L Scale-out Deployment

Report Server Database
change the report server database or update database connection credentials,

[—] Reporting Services stores all report server content and application data in a database, Use this page to create or

Current Report Server Database
Click Change database to select a different database or create a new database in native or SharePoint integrated mode,

S0QL Server Mame: GYRSIMINFORMSQLSERVERIMNFORM
Database Mame: ReportServer
Report Server Mode: Mative

Change Database |
Current Report Server Database Credential

The Following credentials are used by the report server to connect to the report server database, Use the options below to choose a
different account or update & password,

Credential: S0L Account
Login: informserviceaccount
Password: sekkekbohokabbokook

Change Credentials |

Apply Exit
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E Reporting Services Configuration Manager: GYRSIMINFORM',SOLSERYERINFORM

_]\ Microsoft SQL Server 2003 Reporting Senrices

|ﬁr Reporting Services Configuration Manager

2 Connect
- Report Manager URL
S GYRSIMINFORMSQLSERVERIMFORM
Configure a URL to access Report Manager, Click Advanced to define multiple URLs, or to specify
. -‘ additional parameters on the URL,
'?h Service Account
A web Service URL Report Manager Site Identification
Wirtual Directory: F.eports
C] Database
URLs: hktpe G RSIMIMFORM: S0/Reports o
.‘ Report Manager URL
~1 E-mail Settings
ﬁ Execution Account
'f\ Encryption Keys
¥
4 Scale-out Deployment
4| |

7] Apply Exit:

4.9 How to verify SSRS is configured properly

If the above sections were properly configured, you can test to verify if it is running properly by fol-
lowing the following links:

(replace servername with your servername or localhost if running on the server itself)
http://[servername]/Reports
http://[servername]/ReportServer

4.10 Collation & localization settings for non-U.S. gauges

Inform.NET does support a multi-language SQL installation, but in order to do so there are a few set-
tings that need to be setup and/or verified. The Collation Settings for the Inform.NET database needs
to be set at SQL_Latin1_General_CP1_CI_AS. In addition, to insure data is properly inserted into
the Database, the database user entered at the time of installation (SQL user) needs to be set to an
English language as its default.
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other assistance, please visit:

www.veeder.com
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